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NIST Publications.
With the age of computers, a lot has changed in regards to information security. From time to time, we have heard of big companies getting robbed of the information they collect from their customers. For this reason, NIST came with several publications to guide businesses in ensuring that security of customer’s information is assured. There are several guidelines that NIST provided, for our case, we will look at a few of these publications. For the publications below, we will look at the names, the number and the purpose of these publication, i.e what the company achieves by adhering to these publications.

	Number
	Name
	Purpose

	SP 800-30
	Risk Assessment Guidance
	The main purpose of this publication is to give guidance when doing a risk assessment of the federal IS and companies. This publication also amplifies the guidance the at the special publication 800-39 provides; We will look at 800-39 below

	SP 800-34
	Organization and information system framework for managing risks. An approach to ensure privacy and security
	Contingency planning is vital for every organization, the purpose of this publication si to ensure that the organization’s IS format is understood, this is achieved through practical and real-world guidelines. This way the organization can understand the purpose, process and format of the information.

	SP 800-37
	Federal IS contingency planning guide
	The purpose of this publication is to help organizations understand Risk Management Framework (RFM). This framework also provides guidance for applying the RMF to the IS and company.

	SP 800-39
	Information Risk Management, Information system, Organization and Mission view
	This is a special publication; its main purpose is to give guidance for an embedded company-wide programs for managing the IS risks the company takes

	SP 800-53
	Security control, privacy control for the company’s information System and the organization itself
	The purpose of this publication is to ensure that the privacy and the control of the IS of the organization is ensured.

	
	
	
















Part B.
NIST and Information Security.
Computer security is vital for every information system, for this reason, NIST publication happened. With the great improvements in computer security and information system, security became an issue since cipher analysts keep trying to get sensitive information from the system and use them for malicious activities. Credit card info is vital to every person and this info could be instrumental for stealing from clients especially when one has the user’s name and mobile number. Credit card theft has been on the rise and to protect customer information, companies have to think of a better way to curb this (Dworkin, 2005). There are various methods that companies could use to curb this, the first being system update to the latest technologies where the most recent updates eliminate bugs in the system or close backdoors which attackers could use to gain entry to the system and steal the vital information.
From the above table, there are five NIST publications and the first is Risk Assessment Guide. Companies often overlook the vitality of assessment (Al Fikri, 2019). Assessment is vital when venturing into business. When we access the risks, we know what might go wrong and how to counter them. With assessment, we get to understand what will happen if all goes well; furthermore, we get to understand how we can work to minimize the damage the risk can cause, hence ensuring we have a plan B in case things go south. 
The second publication is ensuring privacy. An IS is vital for the organization. When we look at a company’s IS; take an instance of a bank, the information system contains customer’s private information including their credit card number and information. In case an attacker gets their hands on this kind of information, the customer may end up losing all the money they have in their accounts. Ensuring that this information is secure is important since it not only raises customer’s confidence but also raises the reputation of the company.
The third publication is contingency planning. Contingency planning is vital in risk management since it helps the organization prepare for the risks that are not anticipated. When creating a project for the organization, companies tend to plan for risks they are aware of whereas there are other risks that the company overlooks in the process hence the need for contingency planning.
The fourth publication is information risk management. With any IS, there are various risks associated (Bodeau, 2013). Companies need to look into these risks and work to ensure that they do not overlook them but instead put them in the forefront to ensure that the information is safe from unauthorized access. When information is in the wrong hands, a lot of things are possible, attackers may use the information to kill the company’s reputation, sell the information to competitors, or use the information to collect ransom from the company. Companies should be very careful when storing information; they should ensure that all the necessary measures are in place.
The last publication is privacy. Even from the laws of the land, every person has a right to privacy, for information systems, this is also the case and companies should ensure that the information in the system is accessible to those with clearance to view the information. The use of access controls is instrumental in ensuring this. Access controls ensure that only those who need the information for their work have access to the information and those who do not need the information do not get their hands on the info.
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